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1. Introduction and scope 

The comBOX VLL service provides WAN link aggregation and network optimization across multiple 
WAN connections. 
 
All comBOX VLL service products, with a suite of advanced enterprise-class features, provide ideal 
single-box solutions for medium to large-sized business environments, and allow service providers to 
enable highly available, high performing professional WAN services.  
 
This manual covers the Installation and configuration of the comBOX Virtual Leased Line (VLL) service. 
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2. Glossary 
The following terms, acronyms and abbreviations are frequently used in this manual.  
 

Term Definition 

4G/LTE 4th Generation of mobile network technology 

5G 5th generation of mobile network technology 

VDSL Very-high-bit-rate Digital Subscriber Line 

CPE Customer Premises Equipment 

DHCP Dynamic Host Configuration Protocol 

DSCP Differentiated Services Code Point 

DNS Domain Name System 

GRE Generic Routing Encapsulation 

ESP Encapsulating Security Payload 

GUI Graphical User Interface 

IP Internet Protocol 

ISP Internet Service Provider 

LAN Local Area Network 

MAC Media Access Control 

NAT Network Address Translation 

QoS Quality of Service 

TCP Transmission Control Protocol 

UDP User Datagram Protocol 

VPN  Virtual Private Network 

VLL Virtual Leased Line 

WAN  Wide Area Network 

RSRP Reference Signal Received Power 

RSRQ Reference Signal Received Quality 

SNR Signal-to-Noise Ratio 

RSSI Received Signal Strength Indicator 
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3. Service Installation 

This section outlines the initial setup procedures required to install the comBOX network appliance 
within the local network. These steps are essential for activating your comBOX network appliance and 
enabling the Virtual Leased Line (VLL) service. 
 

3.1. Network Topology 

To enable the comBOX VLL service, the comBOX network appliance must be installed between the 
Local Area Network (LAN) and the Internet Service Provider (ISP) modem(s), as illustrated in the figure 
below. 

 
 
The default comBOX network appliance includes two physical network interfaces: one LAN port and 
one WAN port. However, it supports multiple WAN links through the use of virtual network interfaces in 
conjunction with an external network switch. For environments requiring multiple physical WAN 
connections without additional hardware, multiport comBOX appliances are available. These models 
come equipped with multiple physical WAN interfaces, eliminating the need for an external switch. 

© 2026 Protonyx Data Services  
Reprinting or copying even in extracts only with written permission of Protonyx Data Services 

 
6 



 

comBOX VLL Web Manager GUI 
User Manual for comBOX network appliance  
 

3.2. ISP Modem/Router configuration 
 

Before connecting the cables, it is essential to prepare the environment to allow the comBOX network 
appliance to access the Internet. This preparation involves configuring the LAN IP addresses of the ISP 
modems so that each IP address belongs to a different subnet. 

The comBOX network appliance supports multiple virtual WAN interfaces, which are pre-configured 
with the following default IP addresses: 

●​ WAN IP of comBOX Virtual WAN Interface No. 1: 192.168.101.254​
 

●​ WAN IP of comBOX Virtual WAN Interface No. 2: 192.168.102.254​
 

●​ ...​
 

●​ WAN IP of comBOX Virtual WAN Interface No. n: 192.168.10n.254​
 

To expedite the installation process, it is recommended to configure the LAN IP addresses of the 
available ISP modems/routers as follows: 

●​ LAN IP of the modem/router assigned to comBOX Virtual WAN Interface No. 1: 192.168.101.1​
 

●​ LAN IP of the modem/router assigned to comBOX Virtual WAN Interface No. 2: 192.168.102.1​
 

●​ …​
 

●​ LAN IP of the modem/router assigned to comBOX Virtual WAN Interface No. n: 192.168.10n.1​
 

The default subnet mask for the LAN interface of all ISP modems should be set to 255.255.255.0. 

If you are unable to modify the LAN IP settings for specific ISP modems or choose not to follow the 
recommended configuration, access the comBOX Web Manager GUI as outlined in the following 
sections and refer to the instructions in Section 6 of this manual. 

3.3. Connecting the cables 

Once the ISP modem IP addresses have been properly configured, you can proceed with connecting 
the devices. 

For standard dual port comBOX network appliances, connect the LAN interfaces of the ISP modems to 
the comBOX WAN interface using an external network switch. This switch allows multiple ISP 
connections to interface with the single physical WAN port on the appliance. 
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If you are using a multiport comBOX appliance, the external switch is not required. In this case, each 
ISP modem can be connected directly to one of the available physical WAN ports on the appliance. 

 

 

Important Notice: It is recommended that you use ethernet cables with different colours to 
connect each of the ISP modems with the network switch so it would be easier to distinguish 
the available connection legs.   

 

3.4. Accessing the comBOX VLL Web Manager GUI 

To access the comBOX VLL Web Manager GUI, follow the steps below: 

1.​ Physical Connection​
Connect an Ethernet cable from your workstation to the LAN interface port of the comBOX 
network appliance.​
 

2.​ IP Address Assignment​
Once connected, your workstation will automatically receive a local IP address via the 
comBOX's built-in DHCP server.​
 

3.​ Open a Supported Browser​
 Launch a web browser that supports HTML5 such as: 

○​ Internet Explorer 9 or later 
○​ Firefox 
○​ Chrome 

Access the GUI 

In the browser's address bar, type the following URL:​
​
https://192.168.1.1:8443 

Note: You may receive a self-signed certificate warning. Choose to proceed anyway. 

Login 

You will be directed to the comBOX VLL Web Manager login screen. 

Enter the username and password provided to you to access the system. 

Activate the Product 

Upon first login, if your device has not been activated, you will see a “Product not activated” warning 
in the top-right corner of the interface. 
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To enable all features of the comBOX VLL service, you must activate your product.​
​
Please follow the instructions detailed in Section 8.6 to complete the activation. 

 

 

Important Notice: In order to activate your product you need to have connected the comBOX 
network appliance to the Internet, as described in the previous sections.   

 

The following sections contain a detailed explanation of every tab and subtab of the configuration 
interface in the order that they appear on comBOX VLL Web Manager GUI. 
 
The configuration changes are applied by pressing the save button which is available on every tab and 
subtab of the configuration Interface and does not require a system restart.  
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4. Status 
 
The Status tab provides a comprehensive overview of the system, including the current status of 
available Internet connections (Connection Legs), their usage and quality metrics, real-time 
performance charts, and a built-in speed test tool. 
 

 

 

4.1. WAN Connection Legs status tables 

This section displays status tables that provide detailed information about the available Internet 
connection legs. Each table contains three columns: 

●​ Leg ID: A unique identifier for each Internet connection.​
 

●​ Description: A user-defined or system-generated name that describes the connection.​
 

●​ Status: Indicates the current state of the connection and can have one of the following values:​
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○​ Active – The connection is operational and in use.​
 

○​ Disabled – The connection is manually turned off.​
 

○​ Disconnected – The connection is unavailable or offline. 

 

 

Important Notice: The number of connection legs shown in the comBOX VLL Web Manager 
GUI depends on the level of the comBOX VLL service license that has been purchased.   

 

4.1.1. Primary WAN Connection Legs Status 

This table displays the status of the bonded Internet connections. All connections assigned to the 
Primary WAN Connection Legs pool operate in aggregate mode (bonding), meaning they are 
actively utilized by the comBOX VLL packet distribution algorithm for optimized traffic handling. 

The status of the Primary WAN Connection Legs is automatically refreshed every 5 seconds, ensuring 
real-time visibility into connection performance and availability. 

 

 

4.1.2. Backup WAN Connection Legs Status 

This table displays the status of the Backup (Failover) Internet Connections pool. All Internet 
connections assigned to the Backup WAN Connection Legs pool operate in failover mode and are 
automatically activated only if all Primary WAN Connection Legs become unavailable. 

If multiple WAN legs are assigned to the backup pool, the system will activate the first available 
backup connection with the highest priority to take over and route all network traffic. 

If two or more backup connections share the same priority, they will be bonded together to form a 
Backup Bonded Connection, providing aggregated bandwidth and redundancy during failover. 

 

Important Notice: The status of backup WAN connection legs does not refresh automatically 
when they are inactive. To update their status, you must manually click the Refresh button 
located at the bottom of the table. This design helps avoid unintended traffic charges from 
ISPs for inactive or metered connections.  
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4.2. LAN Interface Connected Devices 

​
To view the devices connected on the LAN side, click the “Connected Devices” button. This will open 
a popup window displaying a list of all currently connected devices. 

Each entry in the list provides the following information: 

●​ MAC Address of the internal (LAN-side) device​
 

●​ Assigned IP Address provided by the network 

This feature offers a quick overview of active LAN clients for monitoring and troubleshooting purposes. 
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4.3. DHCP Clients Leases List 

Click the “List DHCP Leases” button to open a popup window displaying all active DHCP leases on 
the network. 

Each entry in the list includes the following details: 

●​ MAC Address of the internal (LAN-side) device​
 

●​ Assigned IP Address​
 

●​ Lease Time, indicating the duration for which the IP address is assigned 

This list helps you monitor IP address allocation and manage connected clients effectively. 

 

 

4.4. Bandwidth Usage 

Clicking the hyperlink under this section’s title opens a new browser tab displaying Bandwidth 
Utilization statistics. The data is presented with hourly, daily, and monthly breakdowns to provide 
detailed insight into usage patterns over time. 

This information can help you: 

●​ Monitor network traffic trends​
 

●​ Estimate potential bandwidth utilization charges​
 

●​ Select or adjust your service plan based on actual usage needs 
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4.5. Real Time Performance Charts 

By clicking the hyperlink under this section’s title, a new page opens in a separate browser tab, 
displaying real-time graphs that show the current utilization of each individual connection leg, as 
well as the overall utilization of the bonded connection (VLL) 
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The available charts display actual network traffic in kbps/Mbps, using green to represent downlink 
(download) traffic and red for uplink (upload) traffic. 

●​ The VLL chart that appears on top illustrates the utilization of the aggregated bandwidth 
provided by the Virtual Leased Line.​
 

●​ The Connection Legs charts show the individual bandwidth utilization of each available 
Internet connection. 

 

Important Notice: At times, you may observe higher bandwidth rates on the VLL chart than 
the total combined bandwidth of the individual connection legs. This is expected behavior 
and occurs when compressible data is being transferred. The increase is a result of the 
real-time data compression feature built into the comBOX VLL, which enhances effective 
throughput without requiring additional bandwidth. 

 

4.6. Speed-Test Tool 

The comBOX VLL Web Manager GUI includes a built-in Speed-Test tool designed to measure the 
aggregated bandwidth between the comBOX network appliance and the comBOX network server. 

By clicking the “Run Speed-Test” button, the system initiates a controlled traffic stream through the 
VLL service to calculate both the total downlink and uplink speeds of the Virtual Leased Line. After a 
few seconds, the test results are displayed in a popup window on the Status page. 

 

 

WARNING: Use this tool with caution as Speed Tests consume considerable bandwidth. 
Keep this in mind in case you are using connections with restricted data allowances or 
volume based charges. 
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5. LAN 
The LAN tab provides access to configuration settings for the LAN network interface of the comBOX 
network appliance. It allows the system administrator to customize local network parameters to suit the 
specific requirements of the deployment environment. 

 

 

The first option in this section allows you to select the operating mode of the comBOX network 
appliance. You can choose between NAT mode and Bridged mode, depending on the requirements of 
your internal network topology: 

●​ NAT Mode: The comBOX acts as a gateway, translating internal IP addresses to a single 
external IP.​
 

●​ Bridged Mode: The comBOX functions as a transparent bridge, passing traffic between the 
LAN and WAN without modifying IP addresses. 
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5.1. Bridged Mode 

Bridged Mode enables the transparent operation of the comBOX network appliance. In this mode, 
the static IP address(es) assigned to the comBOX VLL service are forwarded directly to the 
internal network, allowing devices behind the appliance to use public IPs without NAT translation. 

This mode is typically preferred by system administrators who require: 

●​ Advanced network configurations not available through the comBOX VLL Web Manager GUI​
 

●​ Support for complex or custom network topologies​
 

●​ Full control over routing, firewall rules, or external-facing services within the internal network 

 

 

Important Notice: When Bridged Mode is selected, the Port Forwarding options available in 
the “Advanced” section of the comBOX VLL Web Manager GUI are not applicable. In this 
mode, port forwarding must be configured directly on the internal network devices. 

 
 
If Bridged Mode is selected, a configuration table appears on the page displaying the required settings 
for the WAN interface of the third-party device(s) connected to the LAN port of the comBOX network 
appliance. 
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5.2. NAT Mode 

When NAT Mode is selected, the comBOX network appliance functions as the edge firewall for the 
internal network. In this mode, it performs Network Address Translation (NAT) for all inbound and 
outbound traffic. 

The default traffic policy is as follows: 

●​ Outbound traffic: Allowed by default​
 

●​ Inbound traffic: Blocked by default, unless port forwarding rules have been explicitly 
configured 

This mode is suitable for standard network deployments where the comBOX appliance manages IP 
address translation and enforces basic security at the network perimeter. 

5.2.1. LAN Interface 

The available configuration fields allow you to assign a unique private IP address to the comBOX 
LAN network interface, as well as define the LAN subnet mask. 

Both the LAN IP address and the subnet mask must be entered in standard IPv4 format:  

XXX.XXX.XXX.XXX. 

 

Important Notice: When you change the LAN IP address of the comBOX network appliance, 
ensure that the network configuration of the workstation used to access the comBOX VLL 
Web Manager GUI is updated accordingly. 
 
If the workstation is using DHCP, you may need to restart its network interface to obtain the 
new network settings and maintain connectivity with the appliance. 

 

The LAN network interface IP address configured on the comBOX appliance should be set as the 
default gateway for all devices on the internal network. 

When the DHCP server is enabled on the comBOX appliance, this default gateway IP address is 
automatically assigned to internal devices along with their IP configuration. 

 

5.2.2. DHCP Server 

The DHCP server functionality on the comBOX appliance enables the automatic assignment of IP 
addresses to devices on the internal network. This feature is enabled by default, allowing users to 
easily obtain an IP address for the initial configuration of the comBOX network appliance. 
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When the DHCP server is active, you can: 

●​ Define the IP address range for DHCP leases​
 

●​ Manually assign a specific IP address to a device based on its MAC address (Static IP 
address leases) 

This provides flexibility in managing both dynamic and static IP assignments within the internal network. 

If you are operating an internal DNS server and want all LAN devices that receive an IP address via 
the DHCP server to use it instead of the default DNS server provided by the comBOX appliance, you 
can enable the Custom DHCP DNS Server option. Then, enter the local IP address of your internal 
DNS server in the designated field, as illustrated in the image below. 
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6. WAN 

The WAN tab allows you to configure the available connection legs of the comBOX network 
appliance. All Internet modems/routers must be connected to the WAN port of the appliance via 
Ethernet, using an external network switch. Each modem/router should be configured with an IP 
address that belongs to a different subnet to avoid conflicts and ensure proper routing. 

The comBOX VLL Web Manager GUI displays a number of connection legs based on the level of your 
purchased VLL service license. Each connection leg can be individually configured as either Primary 
or Backup, depending on your desired usage scenario and failover strategy. 

 

All connection legs include a set of configurable attributes, accessible through their respective fields in 
the WAN tab of the comBOX VLL Web Manager GUI: 

●​ Leg ID: A unique, system-assigned identifier for each connection leg. This value is used 
internally and cannot be modified by the user. 

●​ Enabled: Controls the operational status of each connection leg. Use the checkbox to enable 
or disable individual connections as needed. 

●​ ISP/Leg Description: This field allows you to assign a descriptive name to each connection 
leg (e.g., "Office VDSL", "4G Backup", “Starlink”). The name you provide will be displayed 
consistently across all related sections in the Web Manager GUI. 

●​ DHCP Client: Use the dropdown menu to enable or disable the DHCP client for the selected 
WAN interface. Enable this option if the WAN IP address should be automatically assigned by 
the connected ISP modem/router. 

●​ Modem/Router IP Address: Enter the IP address of the ISP modem/router assigned to this 
connection leg. Each IP address must be unique and should belong to a different subnet from 
other connection legs.  

●​ Modem/Router Subnet Mask: Specify the subnet mask associated with the modem/router’s 
IP address.​
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●​ comBOX Interface IP Address:  Enter the IP address assigned to the corresponding Virtual 
WAN interface of the comBOX appliance. This address must be in the same subnet as 
defined by the Modem/Router IP Address and Subnet Mask. 

 
 

 

WARNING: If your comBOX network appliance supports only one physical WAN interface, 
you can enable the DHCP client for only one virtual WAN interface. 
All remaining virtual WAN interfaces must be configured manually with static IP settings. 
You may enable the DHCP client for multiple WAN interfaces only if your appliance supports 
multiple physical WAN ports. 

 

6.1. Leg Options 

The Leg Options column allows you to configure the bonding mode for each connection leg. This 
determines how the connection is used by the comBOX VLL traffic distribution algorithm. The available 
bonding modes are: 

●​ Full Bonding​
The connection leg is actively used by the comBOX VLL traffic distribution algorithm for all 
WAN traffic. This mode is ideal for maximizing throughput by aggregating all available 
bandwidth.​
 

●​ Selective Bonding​
The connection leg is used only for specific QoS (Quality of Service) classes. This is useful 
for Internet connections with bandwidth caps or limited data plans, allowing them to be 
reserved for critical or real-time traffic (e.g., voice, video conferencing).​
​
Tip: Hover over the Selective Bonding label to view a tooltip listing the QoS classes that 
utilize this leg.​
 

●​ Bonding Disabled​
The connection leg is not used by the VLL bonding algorithm. However, it can still be utilized in 
policy-based routing configurations for specific network rules or advanced scenarios.​
 

●​ Backup Bonding​
The connection leg remains inactive during normal operation and is used only as a failover, 
when all Full and Selective Bonding legs are disconnected. This mode provides redundancy 
without consuming bandwidth under normal conditions.​
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You can configure the bonding mode for each connection leg by clicking the gearbox (settings) 
button located on the right side of each leg entry in the table. 

When the button is pressed, a pop-in window appears with the following configuration options: 

 

 

 

Important Notice: The below options are available on all Legs connected via the available 
WAN port(s) of the device: 

 

Enable Bonding: This checkbox is enabled by default, allowing the connection leg to participate in 
the comBOX VLL traffic distribution algorithm. If disabled, the leg will be excluded from the 
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bonding process and can only be used through Policy-Based Routing.​
 

Is this a Primary or Backup Leg?  Select whether the connection leg will function as a Primary or 
Backup connection: 

●​ Primary legs are used as long as they are operational. 
●​ Backup legs are activated only when no primary legs are functional.​

 

Backup Priority: For Backup legs, this setting defines the priority level. 

●​ Legs with lower priority numbers are preferred and will be used first. 
●​ Backup legs with the same priority number will be bonded together and used 

simultaneously during failover. 

Bandwidth Limiter: Allows you to set a cap on both download and upload bandwidth for the 
selected leg. 

 

Important Notice: This bandwidth limiter limit that is configured is subject to the overall 
bandwidth cap set by the service license. 

 

Traffic Limiter: Enables you to set a monthly data usage cap for the connection leg. 

●​ You can define the limit in units from Bytes to Terabytes. 
●​ You can also specify the start day of the billing cycle to align with your ISP plan. 

Advanced:  Clicking the Advanced label reveals Selective Bonding options: 

●​ Use it for ALL Traffic Classes (default):  All traffic classes can use this leg—equivalent to full 
bonding mode. 

●​ ONLY use it for the following Traffic Classes:  Restricts usage of the leg to specific QoS 
classes. 

 

WARNING: While this can be useful for managing capped or specialized connections, it 
may result in underutilization. Ensure you fully understand the impact before enabling this 
setting. 

​
​
​
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Important Notice: The following options are only available if one or more WWAN Legs have 
been configured. (For instructions on configuring WWAN Legs, refer to Section 8.1: Device 
ID and Setup.) 

 
 
Set SIM APN: Allows you to enter the Access Point Name (APN) required by the SIM card on the 
selected leg. This is necessary for the SIM to establish a data connection.​
 
Set SIM Username (if authentication is required):  Enables you to specify the username used by the 
SIM card for network authentication on the selected leg.​
 
Set SIM Password (if authentication is required):  Enables you to specify the corresponding password 
used for SIM card authentication on the selected leg. 
 

7. Advanced 

The Advanced tab provides access to application-specific configurations for more granular control 
over network behavior and traffic management. 

This tab includes the following subtabs, each dedicated to a specific feature: 

●​ Port Forwarding 
●​ QoS (Quality of Service) 
●​ Policy-Based Routing (PBR) 
●​ Static Routes 
●​ VPN​

 

These tools are intended for advanced users who require custom network setups, performance 
optimization, or routing control beyond the default configuration options. 

7.1. Port Forwarding 

The Port Forwarding table allows you to define rules that enable remote access to internal network 
services (e.g., web servers, VPNs, or IP cameras). 

Use this feature to expose specific internal devices or applications to the Internet by forwarding traffic 
from designated external ports to corresponding internal IP addresses and ports. 
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You can configure port forwarding rules to enable remote access to specific services running within 
your local network. Each rule can be customized using the following fields: 

●​ Rule ID: A system-assigned, unique identifier for each port forwarding rule. This value is used 
internally and cannot be edited.​
 

●​ Enabled: A checkbox indicating whether the rule is active. Toggle this to enable or disable the 
rule as needed.​
 

●​ Protocol: Select the network protocol used by the service. Available options include:​
TCP, UDP, TCP&UDP, GRE, ESP, or ANY.​
Choose the protocol that matches the application/service you're configuring.​
 

●​ Original Destination IP Address: Select the public IP address through which the service will 
be accessed remotely. You may choose between:​
 

○​ A public IP assigned by the VLL service 
○​ A public IP provided by an individual ISP connection leg 

Note: If the selected leg’s modem/router performs NAT, ensure it also forwards traffic to the 
comBOX IP address. 

●​ Original Destination Port: Enter the external port number to be used for accessing the 
internal service.​
 

●​ Original Destination End Port (Optional): If the service requires a range of ports, specify the 
end port of the external range here.​
 

●​ New Destination IP Address: Enter the internal (LAN) IP address of the device hosting the 
service.​
 

●​ New Destination Port: Enter the port number used by the internal service on the local device.​
 Note: This may be different from the external (original) destination port.​
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●​ New Destination End Port (Optional): If the internal service requires a port range, specify the 
end port of the internal range here.​
 

●​ Comment: Provide a name or description for the rule. Use a label that identifies the 
associated service for easier management. 

By pressing the buttons “Delete Rule” and “Add Rule” you can either delete the selected Rule or add a 
new port forwarding rule.  
 

 

Important Notice: When bridged mode is selected, the inserted Port Forwarding rules will be 
disabled but would not be deleted, so you may use them again in case you decide to restore 
your previous configuration.  

 

7.2. Static Routing 

Use the Static Routing  table to configure static routing rules for the internal network. These rules are 
only going to be effective as long as NAT Mode is selected in the LAN interface configuration. 

 

 

 

You can define static routing rules to manually control how traffic is directed within your network. 
Each static route can be configured using the following fields: 

●​ Rule Index:  A system-assigned, unique identifier for each static route. This value is used 
internally and cannot be modified.​
 

●​ Enabled: A checkbox that determines whether the static route is active. Toggle it to enable or 
disable the rule.​
 

●​ Destination IP/Subnet: Enter the destination IP address or subnet for which the static route 
should apply. This defines the target network for the routing rule.​
 

●​ Gateway IP: Specify the IP address of the gateway device that will forward packets to the 
destination IP/subnet. The gateway must be reachable from the comBOX network appliance.​
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●​ Internet Access: Check this box to allow Internet access for devices matching the specified 
destination IP/subnet.​
Enabling this option also allows:​
 

○​ Creation of port forwarding rules for remote access to services hosted at the 
destination​
 

○​ Configuration of Policy-Based Routing and QoS rules for the destination devices​
 

●​ Comment: Provide a name or description for the static route to help identify its purpose or the 
associated network. 

7.3. Quality of Service (QoS) 

The QoS subtab allows you to configure Quality of Service classes and define traffic classification 
rules based on specific applications or host devices. These rules enable you to prioritize network 
traffic according to your operational needs, ensuring that critical or latency-sensitive services (such 
as VoIP, video conferencing, or business apps) receive appropriate bandwidth and performance levels. 

By applying QoS policies, you can optimize the overall efficiency of your network and prevent 
lower-priority traffic from impacting essential services. 

7.3.1. Traffic Classes Definition 

You may define up to 8 traffic classes, each representing a specific priority or type of network traffic. 
Every class is assigned a bandwidth ratio, which determines its relative share of the available 
bandwidth. 

Bandwidth allocation is handled dynamically based on demand. This means: 

●​ If higher-priority traffic (with higher ratios) is not fully utilizing its allocated share,​
 

●​ Then lower-priority traffic (with lower ratios) is allowed to temporarily use the available 
bandwidth. 

This ensures efficient utilization of your total bandwidth while still prioritizing critical services when 
needed. 
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By enabling the checkbox under the Redundant Mode column for a given Priority Class, data packets 
associated with that QoS class will be duplicated and transmitted simultaneously over the two 
best-performing WAN links, as determined by the comBOX VLL's real-time link monitoring feature. 

The system then delivers the first successfully received packet, discarding the duplicate. This 
feature significantly improves reliability, minimizes packet loss, and reduces latency jitter, especially 
in fluctuating network conditions. 

Recommended Use Cases: Enable Redundant Mode for latency-sensitive or 
mission-critical traffic, such as: 

●​ VoIP and video conferencing 
●​ Online gaming 
●​ Remote desktop sessions 
●​ Real-time financial or control systems 

This ensures consistent performance, even if one WAN connection temporarily degrades. 

 

Important Notice: When using the Redundant mode feature for a specific QoS class, please 
note that this could lead to more bandwidth usage since the transmitted data is using twice 
the bandwidth needed.  

 

7.3.2. Traffic Classification Rules 

The Traffic Classification Rules table allows you to assign specific types of traffic to the appropriate 
QoS classes based on your network priorities. 

●​ Traffic that is not explicitly assigned to any class will automatically be directed to the Default 
Class.​
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●​ Similarly, traffic that is assigned to a non-existent or undefined class will also fall back to the 
Default Class.​
 

Use this table to ensure that important applications and services are properly prioritized and receive the 
appropriate share of available bandwidth. 

 
 

You can define Traffic Classification Rules to assign specific types of traffic to designated QoS 
classes. These rules help manage bandwidth usage and prioritize critical services. 

Tip: Use the keyword "ANY", the asterisk symbol (*), or leave a field blank to make a rule 
match all values for that attribute. 

Available Configuration Fields: 

●​ Rule ID: A system-assigned unique identifier for each traffic classification rule. This value is 
used internally and cannot be edited.​
 

●​ Enabled: A checkbox indicating whether the rule is active. Click to enable or disable the rule.​
 

●​ DSCP (Optional): Enter a DSCP (Differentiated Services Code Point) value to integrate with 
QoS settings on third-party devices. This is especially useful in Bridged Mode, where traffic 
classification may be performed externally—for example, by a firewall, router, or even a 
specific application. The comBOX appliance will respect the classification already applied to 
the packet and map it to the corresponding internal QoS class. 

 

●​ Protocol: Select the network protocol used by the application or service. Options include:​
TCP, UDP, TCP&UDP, or ESP.​
 

●​ Local IP/Subnet:  
○​ In NAT Mode: Enter the private IP address of the local device.​

 
○​ In Bridged Mode: A dropdown is displayed listing available public IPs assigned by the 

comBOX VLL service.​
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●​ Local Port:  Enter the local port used by the application or service.​
 

●​ Local End Port (Optional): If the local service uses a range of ports, enter the ending port 
here.​
 

●​ Remote IP/Subnet:  Enter the remote IP address or subnet of the service you’re classifying 
traffic for.​
 

●​ Remote Port:  Enter the port number used by the remote service or host.​
 

●​ Remote End Port (Optional):  If the remote service requires a port range, enter the ending 
port here.​
 

●​ Class: Select the QoS class to apply for this rule from the list of enabled priority classes.​
 

●​ Comment:  Provide a name or description for the rule. Use a label that reflects the 
application or service to make the rule easily identifiable. 

 

7.4. Policy Based Routing 

Use this table to configure WAN routing policies for specific types of traffic. By default, all traffic is 
routed via the VLL connection, leveraging the bonded bandwidth and optimized routing provided by 
the comBOX Virtual Leased Line service. 

However, certain types of traffic may require custom routing based on performance, cost, or operational 
requirements. The Policy-Based Routing table allows you to override the default behavior and route 
traffic using one of the following methods: 

●​ Load-Balancer: Distributes the selected traffic type across all available WAN legs based on 
current load and availability.​
 

●​ Specific WAN Leg: Forces the traffic to be routed through a single, specified WAN 
connection leg.​
 

●​ WAN Priority List: Defines an ordered list of preferred WAN legs. The system attempts to use 
the highest-priority available leg, failing over to the next one in the list if needed. 
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You can configure the routing method for each type of traffic by selecting one of the following options: 

●​ Load Balancer: When Load Balancer is selected, each new session of the specified traffic 
type will be routed through one of the available primary connection legs.​
 

○​ Successive sessions will be distributed in a round-robin manner across the pool of 
primary connection legs, ensuring an even distribution of traffic.​
 

●​ WAN Leg:  When WAN Leg is selected, all new sessions of the specified traffic type will be 
routed exclusively through the connection leg specified in the Routing Option field.​
 

○​ If the specified connection leg becomes unavailable, new sessions will be routed based 
on the Load Balancer method until the leg becomes available again.​
 

●​ WAN Priority List: When WAN Priority List is selected, all new sessions of the specified traffic 
type will be routed through the first active connection leg defined in the priority list.​
 

○​ Priority lists are configured in the WAN Priority List Definitions section. This routing 
method allows the most granular control, as it accounts for failures in specific 
connection legs and reroutes traffic based on availability. 

 

 

Important Notice: The order of the rules is important. Traffic is routed according to the first 
rule that matches. Use the keyword "ANY", the asterisk symbol (*), or leave a field blank to 
make traffic match any value for that attribute. 

 

7.4.1. WAN Priority List Definitions 

You can define custom WAN Priority Lists by expanding the WAN Priority List Definitions section 
and clicking the “New List” button. 

To create your custom priority list: 
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1.​ Select the WAN Legs: Choose from the available WAN legs you want to include in the list.​
 

2.​ Adjust Priorities: Use the arrows to adjust the priority of each WAN leg in the list. The WAN 
leg at the top of the list will have the highest priority.​
 

3.​ Save Changes: After arranging the priority order, press the Save button to apply the changes.​
 

This custom priority list will be used when configuring the WAN Priority List routing method, ensuring 
that traffic is routed according to your specific priorities. 

 

 
 

When WAN Priority List is selected as the routing option, traffic will be routed through the first active 
WAN leg in the priority list. The system will automatically attempt to use the highest-priority available 
WAN leg, ensuring optimal routing based on availability. 

To remove a custom WAN Priority List, simply click the Delete button. After making any changes, 
press the Save button to apply the updated settings. 

 

7.5. VPN 

Use this section to configure the VPN tunnel between remote comBOX devices.  
​
One device is defined as the Server (typically the headquarters), and the others as Clients (typically 
the branches). ​
 
This setup enables secure communication between remote sites over the internet. 
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Important Notice: To utilize this feature, a minimum of two comBOX devices must be 
activated. One device will function as the VPN server, while the remaining devices will 
operate as VPN clients. 

 

7.5.1. VPN Server device configuration 

To configure the VPN server: 

1.​ Navigate to the Advanced tab of the comBOX GUI and select the VPN section.​
 

2.​ On the device intended to act as the VPN Server, enable the option VPN Tunnel Definition.​
 

3.​ Set the VPN Node Type to SERVER/HEADQUARTERS.​
 

4.​ Assign a unique name in the VPN Server Name field.​
 

5.​ Click the Initialize button to create and activate the VPN server. 

 

 

Note: The initialization process may take some time. 

Once completed, the server details will be displayed under the VPN Server Details section. This 
includes: 

●​ Server Name​
 

●​ Creation Date​
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●​ Server IP Address​
 

●​ Local Subnets to be routed through the VPN. The LAN subnet and any other statically routed 
subnets (as defined in the static routing tab) will be listed here. Please select all subnets that 
you wish the VPN clients to have access to.  

These details will be used to configure the VPN clients in the next steps. 

 

Adding VPN Clients 

To enable one or more VPN clients under the Remote VPN Clients Management section: 

1.​ Enter the following details for each VPN client you wish to enable:​
 

○​ Client Name: A unique name identifying the remote comBOX device.​
 

○​ Remote Subnets: The local network subnets at the client site that the VPN server will 
have access to.​
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○​ Comment (optional): Add notes or identifiers for easier management.​
 

2.​ Click Add Client to create the new client entry and generate the required VPN Key. 

​

 

After saving the entry: 

●​ A new button labeled View Key Info will appear.​
 

●​ Click View Key Info to display the VPN Key.​
 

●​ Use Copy to Clipboard to easily retrieve and transfer the key for client-side configuration. 
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7.5.2. Configuring VPN Client Devices 

To configure the comBOX units that will operate as VPN clients (e.g., branch offices): 

 

1.​ Navigate to the Advanced tab in the GUI, then select the VPN section.​
 

2.​ Set the VPN Node Type to CLIENT/BRANCH.​
 

3.​ In the VPN Server Public IP Address field, enter the Public IP address of the VPN Server 
device (typically the Headquarters comBOX).​
 

4.​ In the Client Key Information section:​
 

○​ Select Submit New Key Information if a new key was recently generated on the VPN 
Server.​
 

○​ Paste the VPN Key obtained from the server (copied via View Key Info).​
 

5.​ Save the configuration.​
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Once the correct key and server IP have been entered and saved, the VPN client will initiate the 
connection to the server and the tunnel will be established. 

 

 
 

Local Subnets to be routed through the VPN. The LAN subnet and any other statically routed subnets 
(as defined in the static routing tab) will be listed here. Please select all subnets that you wish the VPN 
server to have access to.  

Remote Subnets (csv): Enter a comma-separated list of subnets that exist on the VPN server side 
which the VPN client will have access to over the VPN tunnel. 
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8. Administration 
This section allows the configuration of various device administration settings. 

8.1. Device ID And Setup 

This section allows you to configure the Device Location/Label, the amount of WWAN connection Legs 
and the time it takes the Backup Legs connection monitor to refresh. 
 

 

 

8.1.1. WWAN Connection Legs 

In this section, you can enable and configure LTE devices to be used as comBOX connection legs. 
These LTE devices can be either: 

●​ Internal LTE modules built into the comBOX device, or​
 

●​ Proprietary external USB LTE modules provided by comBOX. 

By default, the number of LTE devices is set to 0 (none). You can increase this number based on how 
many LTE interfaces you wish to activate as part of your multi-WAN configuration. 
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For 1 LTE device, set the "New WWAN Devices Count:" field to 1.​
For 2 LTE devices, set it to 2, and so on.​
 

Each enabled LTE device will appear as a separate WWAN interface and can be configured 
independently as part of your bonded WAN setup. 

Displaying status and Signal information 

To check the status of LTE devices: 

1.​ Navigate to the Status tab of the comBOX GUI.​
 

2.​ Locate the WWAN devices which are indicated with a cellular signal icon on the right side of 
the corresponding Leg ID.​
 

3.​ Click the cellular signal icon to view detailed information, including: 

Status Information 
○​ “Status state: ‘searching’ ” The sim card is searching for service 
○​ “Status state: ‘enabled’ “ The sim card is active and working 

​  
Signal Information 

○​ Signal Strength (RSSI/RSRP/RSRQ/SNR)​
 

○​ Access Tech (e.g., LTE, 5G) 

This allows for quick assessment and troubleshooting of each LTE interface. 
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8.2. Reboot/Shutdown 
 
This section allows you to reboot or shutdown the comBOX network appliance by pressing the 
corresponding button.  
 

8.3. Backup/Restore 
 
In this section you may choose to backup the current configuration of comBOX network appliance and 
save it to a file on your PC.  
 
If you have already created a backup configuration file you may restore it by choosing the backup file 
from your PC and pressing the restore button 

8.4. Change Password 
 
In this section you may use the available form to change your device administration password. 
 
In order to change the password, you need to enter your current password and confirm your new 
password in the corresponding fields. 

8.5. Factory Defaults 
 
If you wish to restore the configuration to factory defaults, all you need to do is press the “reset” button 
which is available in this section.  

8.6. Product Activation 
 
All comBOX products require a service license to be activated in order to route Internet traffic. To 
activate your product you need to upload the license key that was supplied to you in the corresponding 
field and press the “activate product” button. 
 

 

Important Notice: If your product license has expired or your product has not been activated, 
all Internet or VPN traffic is blocked. In that case, comBOX VLL Web Manager GUI will show 
a license expired notification on the top right corner of your screen.  
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